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Logicube’s Talon System - #1 Choice
of Top Computer Forensic Investigators

The Talon was designed in cooperation
with the world’s largest Law
Enforcement Agencies and is ideal for
agencies such as the FBI, CIA, IRS,
INS, NSA, DEA, ATF, Military
Intelligence, NATO, Sheriff & Police
Depts., Scotland Yard, MIS Forensic
Depts., Corporate Security,
Government and more...
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Logicube’s Talon Forensic Training

1. Introduction 9. Modifying a Keyword Search List

2. Forensic Processes 10. DD Image Capture

3. Features of the Talon 11. The Acquisition / Capture

4. Attaching Drives 12. Capturing Suspect Drive - USB Port
5. WipeClean Destination 13. Setting the Talon Unit to USB Mode
6. Drive Defect Scan 14. CloneCard PRO - PCMCIA Access

7. Calculate SHA-256 Scan 15. Updating Software Procedures

8. Keyword Search 16. Conclusion
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Talon Kit

This specially designed kit includes:

— Forensic Talon® Unit

— Portable Thermal Printer

— CompactFlash Card

— (1) 2.5” Laptop Drive Adapter

— (1) Set 18” IDE & Drive Power Cables

— 2 Sets of IDE & Drive Power Cables

— CloneCard Pro™ PCMCIA Adapter

— Rugged Airtight-Waterproof Carrying Case

— Instruction manuals, Software CD and USB
Cloning CD

Logicube Confidential Information
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Hardware-Based Solution

As hard drive capacity continues to grow,
forensics increasingly requires a
hardware-based solution.

No fragmentation of evidence
drive; software solutions often
fragment DD image files.

Provides faster acquisition speeds.
(No RDA/Seek)

Logicube Confidential Information
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SHA-256 or MD5 Authentication

With the Talon’s 256-bit or MD5 Authentication, the unit gives a
hash value match on both drives.

This ensures:
— Source drive has not been changed
— Both drives match after capture
— Drives do not match prior to capture

— Data image is 100% legally sound
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Talon Key Features...

DD Imaging
— Provides “DD” images on Evidence drives. User’'s may select
650 MB, 2 GB or 4 GB size images, ready for analysis or archive.

Portable, Standalone Unit

— No need for external computer, keypad or software

Unidirectional

— Data only flows in one direction. You can’'t make the mistake of
overwriting the Suspect Drive.
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Talon Key Features...

USB Write PROtect

— Allows access to Suspect Drives through USB.

IDE & Power Cables

— All necessary UDMA & power cables

Keyword Search Engine

— Hardware-based Search Engine searches for Keywords
at full speed.

Integrated Keypad

— Add file / case names or keywords on-site.
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Talon Key Features...

Removable CompactFlash Card

— Create & run Keyword Searches, store Search Results, upload
new software versions.

On-Site Reporting/Printer

— Produces instant Hard Copy Report of imaging process for
verification and logging.

Rugged Case

— Special Lightweight-Waterproof case, strong enough to support
the weight of a car.
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Talon Key Features...

CloneCard PRO
— Allows PCMCIA Access to Laptops & Notebooks.

All Needed Cables
— Allows Connectivity to any Suspect Drive.

Supports All O/S, Drive & File Types
— Allows Connectivity to any Suspect Drive.

SHA-256 or MD5 Authentication
— Allows Faster Verification when speed is needed.
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Optional Features

GPStamp

— Gives an exact GPS location, time and date and adds them to the
final capture report

RAID I/O ADAPTER

— Allows data capture from 2 Suspect Drives to 1 Destination drive or
1 Suspect drive to 2 Destination drives.

Desktop WritePROtect

— Guarantees Read-Only access during analysis.
Warranty

— Includes a One Year Parts and Labor warranty
Extended or Premium Warranty

— Extends Parts and Labor warranty by one year.
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Attaching Drives part 1

1. Install the shorter IDE data cable & the
Molex power cable on the Evidence
Drive inside the Unit.

— Note: IDE cables have a tab on top of
the plug. This ensures Source or

Destination drives are not plugged in
upside down.

2. Attach the Source/Suspect Drive to
the IDE & Molex power cables on the
Outside of the Talon.

.....




Attaching Drives part 2

3. In order for a capture to work, most E e o o
drives must be configured as a 3189 @ @ ¢

single master drive.

— If you are going to capture a drive
that is used as a Slave, move the
jumper to the Single Master
position.
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Attaching Drives Ppart 3

— Note: If a laptop drive is not easily
accessible the CloneCard Pro™
provides a connection through the
PCMCIA port.

NSIGTALONE [Logdl

4. Plug the Talon into the AC adapter.

5. The system automatically powers up and
goes through a self-test and displays the
Main Menu Screen

— Note: There is no on/off switch for
the Talon. Plugging in and unplugging
provides that function.

— The Current Talon Software is 2.14




Attaching Drives part 4

6. To check the version # of your unit,
push the button on the main screen
under the word “About”.

— This displays the unit’s unique
serial number as well as the
system software version

Note: System software updates
can be downloaded at
www.logicubeforensics.com
using the CompactFlash drive
iIncluded with the system.
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WipeClean Destination

The Evidence Drive must be “Sanitized” prior to use in the field

The Talon invokes a “Security erase” on those drives that support it.
This is an ATA command that tells the drive to wipe itself. No

source drive is needed! 99.9% of the drives available support this
feature.

Those drives that do not support Security Erase are wiped with
standard Wipeclean mode:

The Talon wipes the hard drive. A small buffer area within the unit is filled with “0”s
which it copies to the hard drive.

If the user attaches a “Source” drive to the unit this substantially increases the
speed of the wipe operation.

15
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WipeClean Destination
Part 1

1. With the Talon unplugged from the
AC power, place an Evidence Drive
Inside the unit. Attach the IDE &
Molex (4 wire) power cable.

2. The Evidence Drive Jumper should
. 1.
be set as Single Master. See
“Attaching Drives, Part 1, Step 3”

3. Attach the printer cable to both the
Talon and the printer.

— Following the “Wipe Process” you
will print a report from the Talon
to document this procedure. 3.

16
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Part 2
4. Plug in the Talon (Power On).

5. After the Talon completes it's
Self-Test the Main Menu Screen
will appear.

6. To ensure the Talon “sees” both the
Evidence & Suspect Drives press
the button under the word “Drives ”.

7. You will see the words “Source ” &
“Destination ”. Select “Source ".

— The Talon will acknowledge the
drive & display information about it.




WipeClean Destination

8. Press the “Back” button & then press
the “Destination” button. In the same
manner, the Talon will display the
“Destination” Drive information.

Important. The Talon has several buttons
that perform additional functions. For
clarity during this presentation, button
names will be shown in Bold with Initial
Caps. For Example; Select




WipeClean Destination
Part 4

9. Navigate back to the Main Menu
Screen by pressing the Back
button.

10. Press the Set button. 10.

— Notice the “ ” pointer on the next
command or function line.
Pressing the Down Arrow will
move the pointer to the “Verify”
function line.

11. With the pointer adjacent to
“Mode”, press the Select button. 11.




WipeClean Destination
Part 5

12. This screen will appear...

— This screen is similar to screen 10

(previous page) but the “Mode” has 12.
been changed from “Capture” to
“Wipeclean”.

13. Press the Down Arrow
two times and you will see
this screen.

— Pressing the Select button will toggle
between “Yes” & “No”.

13.
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WipeClean Destination Parte

— Note: When the Talon wipes a drive, it writes a “Signature” (a
specific identifying string of data) on the hard drive after
wiping.

e This is important. When you later invoke a command which

involves writing to a hard drive, the unit looks for that
“Signature” data to confirm that the drive has been erased.

 If it does not find this “Signature” data it presumes the drive
has not been erased.
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WipeClean Destination
Part 7

15. When the pointer “ ”is on
“Signature”, and your selection is
“No”, press the Start/Stop button.

— The screen should say
“WipeClean”

16. Press the Start/Stop button again.
The wipe operation will begin.

— You will briefly see a message
that the Talon is powering up
the drives.

— Next, “Scanning the source for
blank spaces will appear”.




WipeClean Destination
Part 8

17. You will see a progress window
showing the Rate, Time & Speed,
you will also see a “Time Elapsed”
window if Security Erase is 17.
supported.

18. When the wipe operation has

completed, the screen will
display “Erase Successful”.

19. Press the Start/Stop button.

This returns you to the screen
that displays “Wipeclean”.




Drive Defect Scan part1

This function performs a surface scan of
the drive media. It looks for bad
sectors, weak sectors or weak spots,
and reports them at the end of the
scan.

1. From anywhere in the menu system
press the Set button to enter the
Settings menu.

2. Scroll to the top item called “Mode”
and press the Select button. The
Mode screen appears.

3. Scroll to “Drive Defect Scan” and
press Select again.




Drive Defect Scan pPart 2

4. Scroll down to the “Drives” setting. Choose
the Source or Destination drive to scan.

5. Scroll down to the “Speed” setting. Here
you have two choices:

— FAST: This mode does a single surface
scan of the drive. None of the data is
moved around or removed.

— THOROUGH: This preferred mode
actually writes patterns to the drive and
scans more thoroughly for bad sectors.
It can corrupt existing data on the drive.

6. Press the Start/Stop button to start
the scan.

Logicube Confidential Information
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Calculate HASH Scan
Part 1

This mode computes the SHA-256 or
MD5 Hash value for a given drive
(Source or Destination). It can also
scan individual DD files (on the
Destination Drive).

1. To enter the Settings menu press the
Set button from anywhere in the
menu system.

2. Scroll to the top item called “Mode”
and press the Select button. The
Mode screen appears.

3. Scroll to “Calc. HASH” and
press Select again.

Logicube Confidential Information
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Calculate HASH Scan
Part 2

4. Set the “Method” to SA-256 or MD5.

5. Set the “Speed” and “Printer”
settings, if necessary.

6. Set the “Drive Setting” to scan the
“Source Drive”, “Destination Drive”
or a “Single File”.

7. If a certain number of sectors need
to be scanned, go to the “Size”
setting. Press the Select button.
You can then use the Down or Up
Arrow and Select keys to choose
the correct size of the drive.

Logicube Confidential Information
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Calculate HASH Scan
Part 3

8. Hit the Start/Stop button twice to start
the scan.

— The Progress screen shows
speed, approximate time
remaining and percent complete.

9. When finished, the Talon will display
the SHA-256 or MD5 Hash value for
the scanned area.

Logicube Confidential Information
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Keyword Search part1

The Forensic Talon unit can search for multiple
keywords while capturing a Suspect Drive.
This is a useful feature to provide early
screening of a drive. To search for a
pre-defined keyword list during Capture:

1. Press the Set button to enter the “Settings
screen”. Set the Capture mode and
subsequent settings (Speed, Verify, etc.).

2. Scroll down to the “Word List” option and
note the name of the currently selected
keyword list. If none is selected, press
the Select button.

3. The unit will read the list of available

keyword lists from the Compact Flash, 3.

and display it on the screen.

Logicube Confidential Information
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Keyword Search part 2

— Note: The Talon comes with 4 word lists:
“Terrorism”, “Controlled Substances”,
“Computer Crimes” and “Hate Groups”

4. Scroll to the desired list, and press
Select.

5. From now on, the words in this list will be
searched for as a by-product of any of
the Capture modes.

6. Hit Start/Stop button twice to begin.

7. The “Progress” screen provides real time
feedback.

8. At the end of the search the Talon
processes the positive “hits” and saves
a list on the Compact Flash Drive.

Logicube Confidential Information
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Keyword Search part 3

9. At the end of the Keyword Search,
press the Set button to go back into the
settings menu. Scroll down to “Printer”
and press Select.

10. Scroll down to “Print Reports” and 9.
press Select.

11. At the end of a session, the printed

Capture report will also list any
keywords found. You can then print
one or both Keyword Search reports.

10.

Logicube Confidential Information
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Keyword Search Part 4

11. (Continued)

Print Search Detail: This report lists
every keyword found and the sector
where it resides.

Print Search Text: This report lists
every keyword and the surrounding
line of text.

* NOTE: The DD Image Capture
Report will not automatically list
keywords. We suggest running the
Search Detail report after the
Capture Session to list any
keywords found.

Logicube Confidential Information
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11.
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DD Image Capture Part1

1. From anywhere in the menu
system press the Set button to
enter the Settings Menu.

2. Scroll to the top item called “Mode”
and press the Select button. The
Mode screen appears.

3. Scroll to one of the DD Imaging
options and press Select again.
One of three file sizes can be
selected: 650 MB, 2GB or 4 GB.

Logicube Confidential Information
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DD Image Capture Part 2

4. Select a method of Verification

— SHA-File: This is the default setting for
verification and uses special hardware to
compute SHA-256 values for each individual

DD Image file.

— SHA-Disk: This setting for verification uses
special hardware to compute the SHA-256
value for the entire Source drive.

5. DD Image Capture mode also uses a

special menu called “Manage Destination”.
This menu allows the Destination drive to
be prepped before running a DD Image
capture.

Logicube Confidential Information
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DD Image Capture

Part 3 Manage Destination
5. (Continued)

— Format Destination — Formats the
destination drive with a single FAT32
partition. This is necessary before DD
Image files can be copied to the drive.
When Format Destination is activated,
the following prompt appears:

« “Reformatting the Drive! All data on your
Internal Drive will be lost! Continue?”

— Press the Select button for Yes; the display
will say “Zeroing first FAT” and “Zeroing
second FAT” as it formats the drive. After
30 — 60 seconds the drive will be formatted.

— Press the Back button for No; the display
will then go back to the Manage Destination
Menu.

Logicube Confidential Information




DD Image Capture Ppart 4

6. Scandisk — This function checks the
Destination Drive for proper formatting. It
also makes sure that the FAT32 partition is
not corrupt. It functions much like Microsoft

Windows® Scandisk or Chkdsk.

— Press the Select button to run Scandisk.
After 15 — 30 seconds, it will display a
list of errors, if any.

7. Browse Destination. - If the Destination
Drive is formatted with a FAT32 patrtition,
Browse Destination will allow the user to
navigate directories on the drive. It will also
show the size of files on the drive. Use the
Arrow keys and Select button to navigate

the directories.

Logicube Confidential Information
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DD Image Capture Part5

8. Press the Start/Stop button twice.

9. The following message will appeatr:
“Continuing will overwrite a portion of
your Destination drive. Are you sure?”
Press the Select button for Yes.

— Source and Destination drives are
powered up.

— The Destination drive is then checked
for adequate space.

10. You will then be prompted to enter a
Case file name using the keypad. Up
to 8 characters are allowed following
traditional DOS naming conventions.

10.

Logicube Confidential Information
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DD Image Capture Part6

— Note: If a Case file already exists on the
destination drive (i.e. from a previous DD
Image capture) the Talon will not allow you
to enter the same file name again.

— A sub-directory (by the same name) will be
created under the root directory on the

destination drive.

11. The capturing process will create as many
files as necessary within this sub-directory,
with increasing extension numbers
(e.g. my_disk.001, my disk.002, etc.)

11.

38
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DD Image Capture Part 7

12. At the end of the process, a file
with the .log extension is created
and placed in the same sub-
directory. It includes (among other
things), the SHA-256 Hash values
of all captured DD files,
or of the entire Source Drive.

13. The capture ends with a
“Capture Successful” message.

Logicube Confidential Information

12.

13.

39




Capture Part1

Next we will be using the Talon to
Copy the Suspect Drive to the
Evidence Drive.

1. With the wiped hard drive still in the
Talon, attach the Suspect Drive
outside the Talon.

2. Plug in the power on the Talon.

3. Select “Drives ” from the Main
Screen to ensure the unit can
access both drives.

— If the unit acknowledges both
drives, continue to the next step.

— If not unplug the unit, check your
connections & jumper and try again.

Logicube Confidential Information
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Capture Part2

4. Press the Set button to access
the next screen; the “Mode” function
with the default “Capture” indicated.

5. The option line under “Mode” is “Verify”.
The Talon defaults to SHA-256
(hardware) checking. Use the Down
Arrow to move the pointer “ " to the
“Verify” line.

— Note: Pressing the Select button
will toggle between SHA-256,
SHA-256+V (read-back) and
no checking.

Logicube Confidential Information
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Capture Part3

— Note: SHA-256+V will perform an
additional read-back of each
captured sector to ensure a correct
SHA-256 Hash on the Evidence
drive. “None” performs no
verification whatsoever.

6. With the “Verify” function
set to “SHA-256", press the Down
Arrow two times to scroll the pointer
to the “On Error” function.

Logicube Confidential Information
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Capture rart4

As with the “Verify” function, alternately pressing the Select
button will toggle through the available options which are:

Option Action Jl'ime to complete
Abort A bad sector aborts the .
. . Immediate
(default) | cloning operation
Skip Skips the bad sector Fast

Attempts several retries
Retry to recover data of Slower
sector, then skips

Attempts a full-blown
Recover [recovery algorithm, then | Very slow
skips

Logicube Confidential Information



Capture Parts

Note: data in any skipped sectors will NOT be copied to
the destination drive, where skipped sectors will be
“padded” with 0’s. Skipped sectors will also be listed on
the final Capture Report

Initially, it is recommended that you always set th e

“On Error” function to “Abort”.

— This option makes you aware if a problem occurs
during the copy process. If errors occur try again with
the same setting. If your copy continues to fail, try the
“Recover” or “Retry” option.

44
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Capture parte

7. Press the Stop/Start button once &
the screen will display that you are
going to run a “Capture” plus “Verify”
operation from the Suspect
to the Evidence Drive.

8. Press the Stop/Start button again
and the copy operation begins.

— The Talon will check the source
drive by calculating a Software
CRC and testing the drive for an
appropriate data transfer speed.

45
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Capture Ppart7

9. Next, the Talon examines the
destination drive inside the unit and
offers a warning that Continuing will
erase the data on that drive. It
asks you if you are sure you want

to continue. 0.

10. Use the Down Arrow to scroll
down where you see “No” or “Yes”.
Select “Yes”.

11. The Talon checks for the “Signature”
that it placed on the drive during the
“Wipe” operation. If the signature does

not appear; “The Destination drive is 11

not erased” will appear.

Logicube Confidential Information
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Capture Parts

12. Use the Down Arrow key to scroll
until you see the option “No” on the
left, or “Yes” on the right of the
screen. Select No.

— Since the drive was already 12

forensically wiped, it is not
necessary to erase it again.

13. Prior to beginning the acquisition the
unit will automatically check if there
are any problems with the data cables,
or data integrity between Suspect
Drive and Evidence Drive.

13.

Logicube Confidential Information
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Capture part9 Talon Integrity Check

During the Talon Integrity Check the Unit will examine:
— Small Data transfer from Source Drive to Evidence Drive
* Approximately 50 MB

— “Bit Toggle” Test
« Data transfer on wire must flip (0/1) at least once

» Ensures cables are reading correctly
— Failure Message

» Check cable connections / physical integrity
— Acquisition Speed Established

» Speed step down from fastest to slowest

» If >7 errors are recorded step down is engaged

« Talon maintains continuous speed adjustments based on any errors
received during acquisition

Logicube Confidential Information
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Capture Part 10 - Talon Integrity Check

Imaging Process (pictured)

[Sc}urce Drivej

|

—
[MDS of SD's 50 Mlﬂ <« > [MDS Heﬁﬁcatiunj_‘

[ Imaged to ED ] \.EED MD5 Read BacIEL‘
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Capture Part11

14. The copying process will begin. You will
see a progress bar displayed on the screen.

—Note: The transfer time is only an Estimate.

15. Upon completion, if the destination drive
IS larger than the source drive, the unit will
inform you that the destination drive
was not erased due to the absence of
Logicube’s “Signature” data.

— It will then ask you if you would like to
erase the remainder of the drive, i.e. fill
the remainder of the drive with “0”s.
Because you have wiped the drive, you
can safely respond with a “No”. Again, use

the Down Arrow button to scroll down to
the options of “Yes” or “No”. Select “No”.

Logicube Confidential Information
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Capture Part12

16. When Capture has completed, the
Talon informs you that the capture
was successful.

17. Press the Start/Stop button, the display
will return to the “Capture ” screen.

18. Use the Down Arrow to scroll to

the “Print” option line. 16.

19. Follow steps 20 through 25 in
“WipeClean Destination” section

—Note: It is important to print a report
immediately after performing an operation.
The Suspect Drive data collected during any
operation is contained in the memory.

—When the Talon has been unplugged,
the data from the previous operation

will be lost. 18.

20. Unplug the unit & disconnect drives.

Logicube Confidential Information
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Connecting the Talon via USB Port Part1

1. Press the Set Button to go into the
“Settings Menu.” Scroll down to “USB
Drive Mode” and press Select.

2. Press the Back button to choose
“ATA”: the unit will access the
Evidence drive. If “CF” is chosen, the 1.

unit will access the Compact Flash
Drive instead.

3. The Forensic Talon will now power up
the units selected.
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Connecting the Talon via USB Port

4.

When prompted, attach the USB cable to the
Talon unit. It is also OK to insert the USB
cable into the suspect PC’s USB port.

. Windows should detect the Talon as a

“Mass Storage Device” and assign the
appropriate drivers. If the Evidence drive
contains any readable partitions, Windows
will assign the appropriate drive letters.

. If the OS is Windows 98 or ME, you will be

prompted to insert a driver disk. Use the
appropriate floppy disk or CD that came with
your Talon.

5.

Logicube Confidential Information
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Connecting the Talon via USB Port Part 3

7. The drive is write-protected so
iInformation can be copied from the
drive but nothing can be copied to it.

54
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Connecting the Talon via USB Port part4
(Ending the USB Session)

Before physically disconnecting the USB cloning adapter and/or
shutting down power to the Forensic Talon, the unit must be
properly "dismounted" from Windows.

To do this:

1. Locate the USB icon in the system tray or “systray” (typically
found at the bottom right of the screen).

2. Click it.

3. Wait for Windows to bring up a message that it is safe to
remove the device. (Different versions of Windows will behave

slightly different).

Logicube Confidential Information
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Connecting the

Talon via USB Port
Part 5 (Ending the USB Session)

5. On the Talon unit, press the Back
button to bring up the following
screen; “Please shut down your
USB session on the PC”. Then
press “Select”.

6. Press Select after safely ending
the USB session on the PC.

Logicube Confidential Information
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Capturing Through USB Port Part 1

This mode allows capturing a suspect drive that resides in a
standard PC, using the USB port (1.1 or 2.0).

Typically, the user will boot the computer from the provided
DOS CD-ROM. The CD is equipped with USB drivers, and

our client application that communicates with the hard drive
lying inside the Forensic Talon unit.

— NOTE: We must boot from a device different from the internal hard
drive, to prevent alteration of its contents.

57
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Capturing Through USB Port part 2

1. Boot your PC using the enclosed CD. The
CD is configured to load the USB drivers,
and run our client application. You might
need to update your PC’'s CMOS settings to
allow booting from a CD-ROM drive. Wait for
the Boot disk to stop on the “Press any key

2.

to continue” screen.

2. Attach a hard drive to the Destination position
of your Talon (inside the unit).

3. Connect the USB cable and engage the unit
In USB mode as described in steps 1-4 of
the previous lesson, “Connecting the Talon
via USB Port”.

Logicube Confidential Information
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Capturing Through USB Port

4. The PC client software should now
detect the presence of the Talon, and
a link will be created.

5. Press a key on the PC keyboard to
continue.

6. You should now see on your PC
screen a virtual control panel that
resembles the overlay on the
Logicube Forensic MD5.

7. All functions will now be controlled
from this virtual control panel in the
exact same way they are used on the
MD5 and Talon.

Logicube Confidential Information
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Capturing Through USB Port

8. Use the mouse to click on the virtual Talon
buttons, or use the Number Pad Keys with
the Number Lock turned OFF.

2 = Start/Stop , 3 = Down Arrow
5 = Set, 6 = Up Arrow , 7 = Back,
9 = Select, 8 = Help.
—Note: One minor difference is in the selection
of speed which defaults with the USB

capture. Follow all other procedures as
already covered. 9

9. After setting the capturing mode and any
other settings desired, press the Start/Stop
button twice to start the operation.

Logicube Confidential Information
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CloneCard PRO - PCMCIA Access

The Clone Card PRO allows data to
be cloned through the PCMCIA
port of a laptop PC at speeds up to
175 MB/min. This method of
capture is ideal for older laptops
that do not have USB ports.

The Clone Card PRO is controlled by
a client software that is loaded by
booting the laptop PC with a
bootable floppy or CD-ROM.

Logicube Confidential Information
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Using Desktop WritePROtect

1. Attach the Desktop WritePROtect to
the evidence drive and insert the
USB adapter into the Analysis PC.

— Note: Cable goes underneath
Write PROtect unit and connects
to connector on top.

2. The investigator may safely inspect
the drive, now protected by the
Desktop WritePROtect.

62
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Logicube GPStamp, Part 1
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Logicube GPStamp, Part 2

% #
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Logicube GPStamp, Part 3
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Logicube GPStamp, Part 4
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Logicube RAID I/O ADAPTER, Part 1

)*$& $+% *
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*This mode is optional and requires a software option to be enabled on
the Talon or MD5.
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Logicube RAID I/O ADAPTER, Part 2

Cloning with the RAID I/O Adapter™ as a Destination Drive

Both Native Capture and DD Image Capture Modes work with one or two Destination
drives. The procedure for cloning is exactly the same as cloning to a single Destination
drive without the RAID I/O Adapter™. All verification modes are supported (except for
+V). Both Drives will appear in the final capture report.

Drive Defect Scan and WipeClean Destination Modes are also capable of working with one
or two Destination drives. The procedure is the same.

Calc. SHA-256 and Keyword Search Modes can only work with one Destination drive
attached to the RAID I/O Adapter. The drive can be in either position.

USB Mode is not compatible with the RAID I/O Adapter at this time. This incompatibility
also extends to USB cloning.
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Logicube RAID I/O ADAPTER, Part 3

Cloning with the RAID 1/O Adapter™ as a Source Drive

The RAID I/O Adapter™ has the optional ability to clone data from two separate RAID
drives to a single Destination drive. This ability supports RAID-0, RAID-1 and JBOD
configurations. These configurations are described below:

RAID-0: This configuration splits data evenly over two separate hard drives so
that they are seen as one large drive in the PC BIO S. This configuration is
also known as a striped set.

RAID-1: This configuration creates an exact copy o  f one drive’s data across two
separate hard drives. It is designed to provide un interrupted service should
one of the hard drives go down. This configuration Is also known as a mirror.

JBOD: This configuration is able to distribute dat a over two drives of different
size so that the drives appear in BIOS as one singl e drive. JBOD stands for
“Just a Bunch of Drives”.
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Talon Software Updating Procedures part1

New and improved software will appear from
time to time on our web site at
www.logicube.com. It is possible to

update the operating software in the field
by a user.

Two common ways are available:
— 1.Using the CompactFlash Card

— 2. Using a Parallel Port Connection
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Talon Software Updating-CompactFlash part2

Loading using the CompactFlash

— The new software (a single file always called forensic.h86 ) has
to be placed in the root directory of the Compact Flash (CF). If
a CF reader/writer is available on your computer, “forensic.h86 ”
simply needs to be copied to the root directory, possibly
overwriting the older version that’s there.

— Another file called “tincfldr.n86 ” also needs to be present on
the root directory of the Compact Flash Card.
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Talon Software Updating-
CompactFlash parts

If a reader is not present, the Forensic
Talon unit itself can be configured
to behave like a CF reader/writer:

1. Connect the USB cable to the USB
connector at the back of your
Forensic Talon unit.

2. Power up the unit while holding
down the Start/Stop button. A
setup menu will appear on the
LCD screen.
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Talon Software Updating-CompactFlash part4

3. Select the “Engage CF to USB ”
option, and also connect the
USB cable to your PC (running
Windows 2000 or XP).

4. The CF card should now appear
as a new drive letter on your PC.
Simply copy the “forensic.h86 ”
file to the root directory of the CF.

—Note: Once the new “forensic.h86 ™
file is present on the CF, it is easy
to make it “re-flash” the unit.
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Refer to “USB Drive Mode”,
Step 5 for how to remove the
Talon from the PC after
“forensic.h86” is downloaded.
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Talon Software Updating-
CompactFlash parts

5. Again, power up the unit while
holding down the Start/Stop button.

6. Select the first option “Load SW from
CF”, and press the Select button. 0.

7. After about 30-40 seconds, the unit
will re-boot to the new software.

8. Check the version and date of this
software by pressing the “About”
button at the main menu screen.
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Conclusion

The Talon unit is very simple to operate and has a very slight learning
curve. It is able to capture a forensically sound clone of the Suspect
drive that will stand on it's own in a courtroom setting.
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